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MEMO / CASE STUDY - DATA PROTECTION
REFORM
By Jerker Rydén, Lawyer at the National Library of Sweden.
The views and opinions expressed therein are those of the author and do not necessarily reflect those
of the EBLIDA EGIL.

Memo on Data Protection Regulation
Background
In January 2012, the European Commission proposed a comprehensive reform of data
protection rules in the EU.

On 4 May 2016, the official texts of the Regulation and the Directive have been published
in the EU Official Journal in all the official languages. While the Regulation will enter into
force on 24 May 2016, it shall apply from 25 May 2018.

The Directive enters into force on 5 May 2016 and EU Member States have to transpose
it into their national law by 6 May 2018.

In the Memo below I have inserted some of the Recitals and Articles to give you an
understanding of the Regulation. I recommend you to read the Memo before you read
the Case Studies. The reason for this is that the Recitals and Articles provides the
overview of the Regulation required to understand the Case studies in full as a member
of EGIL – non members of EGIL could still make sense of the Case Studies. It also
provides a backdrop to the legislation at MS level required to address the role of
libraries.

The Regulation

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC
(henceforth referred to as the Regulation)
Recitals

(1) The protection of natural persons in relation to the processing of personal data is a
fundamental right. Article 8(1) of the Charter of Fundamental Rights of the European
Union (the ‘Charter’) and Article 16(1) of the Treaty on the Functioning of the European
Union (TFEU) provide that everyone has the right to the protection of personal data
concerning him or her.
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(4) The right to the protection of personal data is not an absolute right; it must be considered
in relation to its function in society and be balanced against other fundamental rights, in
accordance with the principle of proportionality. This Regulation respects all fundamental
rights and observes the freedoms and principles recognised in the Charter as enshrined in the
Treaties, in particular the respect for private and family life, home and communications, the
protection of personal data, freedom of thought, conscience and religion, freedom of
expression and information, freedom to conduct a business, the right to an effective remedy
and to a fair trial, and cultural, religious and linguistic diversity.
(10) Regarding the processing of personal data for compliance with a legal obligation, for the
performance of a task carried out in the public interest or in the exercise of official authority
vested in the controller, Member States should be allowed to maintain or introduce national
provisions to further specify the application of the rules of this Regulation. In conjunction
with the general and horizontal law on data protection implementing Directive 95/46/EC,
Member States have several sector-specific laws in areas that need more specific provisions.
This Regulation also provides a margin of manoeuvre for Member States to specify its rules,
including for the processing of special categories of personal data (‘sensitive data’). To that
extent, this Regulation does not exclude Member State law that sets out the circumstances for
specific processing situations, including determining more precisely the conditions under
which the processing of personal data is lawful.
(14) The protection afforded by this Regulation should apply to natural persons, whatever
their nationality or place of residence, in relation to the processing of their personal data.
(15) In order to prevent creating a serious risk of circumvention, the protection of natural
persons should be technologically neutral and should not depend on the techniques used. The
protection of natural persons should apply to the processing of personal data by automated
means, as well as to manual processing, if the personal data are contained or are intended to
be contained in a filing system. Files or sets of files, as well as their cover pages, which are
not structured according to specific criteria should not fall within the scope of this Regulation.
(26) The principles of data protection should apply to any information concerning an
identified or identifiable natural person. Personal data which have undergone
pseudonymisation, which could be attributed to a natural person by the use of additional
information should be considered to be information on an identifiable natural person. To
determine whether a natural person is identifiable, account should be taken of all the means
reasonably likely to be used, such as singling out, either by the controller or by another person
to identify the natural person directly or indirectly. To ascertain whether means are reasonably
likely to be used to identify the natural person, account should be taken of all objective
factors, such as the costs of and the amount of time required for identification, taking into
consideration the available technology at the time of the processing and technological
developments. The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or identifiable natural
person or to personal data rendered anonymous in such a manner that the data subject is not or
no longer identifiable. This Regulation does not therefore concern the processing of such
anonymous information, including for statistical or research purposes.
(27) This Regulation does not apply to the personal data of deceased persons. Member States
may provide for rules regarding the processing of personal data of deceased persons.
(30) Natural persons may be associated with online identifiers provided by their devices,
applications, tools and protocols, such as internet protocol addresses, cookie identifiers or
other identifiers such as radio frequency identification tags. This may leave traces which, in
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particular when combined with unique identifiers and other information received by the
servers, may be used to create profiles of the natural persons and identify them.
40) In order for processing to be lawful, personal data should be processed on the basis of the
consent of the data subject concerned or some other legitimate basis, laid down by law, either
in this Regulation or in other Union or Member State law as referred to in this Regulation,
including the necessity for compliance with the legal obligation to which the controller is
subject or the necessity for the performance of a contract to which the data subject is party or
in order to take steps at the request of the data subject prior to entering into a contract.
(41) Where this Regulation refers to a legal basis or a legislative measure, this does not
necessarily require a legislative act adopted by a parliament, without prejudice to
requirements pursuant to the constitutional order of the Member State concerned. However,
such a legal basis or legislative measure should be clear and precise and its application should
be foreseeable to persons subject to it, in accordance with the case-law of the Court of Justice
of the European Union (the ‘Court of Justice’) and the European Court of Human Rights.
(45) Where processing is carried out in accordance with a legal obligation to which the
controller is subject or where processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority, the processing should have a basis
in Union or Member State law. This Regulation does not require a specific law for each
individual processing. A law as a basis for several processing operations based on a legal
obligation to which the controller is subject or where processing is necessary for the
performance of a task carried out in the public interest or in the exercise of an official
authority may be sufficient. It should also be for Union or Member State law to determine the
purpose of processing. Furthermore, that law could specify the general conditions of this
Regulation governing the lawfulness of personal data processing, establish specifications for
determining the controller, the type of personal data which are subject to the processing, the
data subjects concerned, the entities to which the personal data may be disclosed, the purpose
limitations, the storage period and other measures to ensure lawful and fair processing. It
should also be for Union or Member State law to determine whether the controller performing
a task carried out in the public interest or in the exercise of official authority should be a
public authority or another natural or legal person governed by public law, or, where it is in
the public interest to do so, including for health purposes such as public health and social
protection and the management of health care services, by private law, such as a professional
association.
(50) The processing of personal data for purposes other than those for which the personal
data were initially collected should be allowed only where the processing is compatible with
the purposes for which the personal data were initially collected. In such a case, no legal basis
separate from that which allowed the collection of the personal data is required. If the
processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller, Union or Member State law may
determine and specify the tasks and purposes for which the further processing should be
regarded as compatible and lawful. Further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes should be considered
to be compatible lawful processing operations. The legal basis provided by Union or Member
State law for the processing of personal data may also provide a legal basis for further
processing. In order to ascertain whether a purpose of further processing is compatible with
the purpose for which the personal data are initially collected, the controller, after having met
all the requirements for the lawfulness of the original processing, should take into account,
inter alia: any link between those purposes and the purposes of the intended further
processing; the context in which the personal data have been collected, in particular the

EGIL 2016-11/006 page 4 of 18

reasonable expectations of data subjects based on their relationship with the controller as to
their further use; the nature of the personal data; the consequences of the intended further
processing for data subjects; and the existence of appropriate safeguards in both the original
and intended further processing operations.
(51) Personal data which are, by their nature, particularly sensitive in relation to fundamental
rights and freedoms merit specific protection as the context of their processing could create
significant risks to the fundamental rights and freedoms. Those personal data should include
personal data revealing racial or ethnic origin, whereby the use of the term ‘racial origin’ in
this Regulation does not imply an acceptance by the Union of theories which attempt to
determine the existence of separate human races. The processing of photographs should not
systematially be considered to be processing of special categories of personal data as they are
covered by the definition of biometric data only when processed through a specific technical
means allowing the unique identification or authentication of a natural person. Such personal
data should not be processed, unless processing is allowed in specific cases set out in this
Regulation, taking into account that Member States law may lay down specific provisions on
data protection in order to adapt the application of the rules of this Regulation for compliance
with a legal obligation or for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller. In addition to the specific
requirements for such processing, the general principles and other rules of this Regulation
should apply, in particular as regards the conditions for lawful processing. Derogations from
the general prohibition for processing such special categories of personal data should be
explicitly provided, inter alia, where the data subject gives his or her explicit consent or in
respect of specific needs in particular where the processing is carried out in the course of
legitimate activities by certain associations or foundations the purpose of which is to permit
the exercise of fundamental freedoms.
(65) A data subject should have the right to have personal data concerning him or her
rectified and a ‘right to be forgotten’ where the retention of such data infringes this
Regulation or Union or Member State law to which the controller is subject. In particular, a
data subject should have the right to have his or her personal data erased and no longer
processed where the personal data are no longer necessary in relation to the purposes for
which they are collected or otherwise processed, where a data subject has withdrawn his or
her consent or objects to the processing of personal data concerning him or her, or where the
processing of his or her personal data does not otherwise comply with this Regulation. That
right is relevant in particular where the data subject has given his or her consent as a child and
is not fully aware of the risks involved by the processing, and later wants to remove such
personal data, especially on the internet. The data subject should be able to exercise that right
notwithstanding the fact that he or she is no longer a child. However, the further retention of
the personal data should be lawful where it is necessary, for exercising the right of freedom of
expression and information, for compliance with a legal obligation, for the performance of a
task carried out in the public interest or in the exercise of official authority vested in the
controller, on the grounds of public interest in the area of public health, for archiving
purposes in the public interest, scientific or historical research purposes or statistical purposes,
or for the establishment, exercise or defence of legal claims.
(69) Where personal data might lawfully be processed because processing is necessary for
the performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller, or on grounds of the legitimate interests of a controller or a
third party, a data subject should, nevertheless, be entitled to object to the processing of any
personal data relating to his or her particular situation. It should be for the controller to
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demonstrate that its compelling legitimate interest overrides the interests or the fundamental
rights and freedoms of the data subject.
(74) The responsibility and liability of the controller for any processing of personal data
carried out by the controller or on the controller's behalf should be established. In particular,
the controller should be obliged to implement appropriate and effective measures and be able
to demonstrate the compliance of processing activities with this Regulation, including the
effectiveness of the measures. Those measures should take into account the nature, scope,
context and purposes of the processing and the risk to the rights and freedoms of natural
persons.
(75) The risk to the rights and freedoms of natural persons, of varying likelihood and
severity, may result from personal data processing which could lead to physical, material or
non-material damage, in particular: where the processing may give rise to discrimination,
identity theft or fraud, financial loss, damage to the reputation, loss of confidentiality of
personal data protected by professional secrecy, unauthorised reversal of pseudonymisation,
or any other significant economic or social disadvantage; where data subjects might be
deprived of their rights and freedoms or prevented from exercising control over their personal
data; where personal data are processed which reveal racial or ethnic origin, political
opinions, religion or philosophical beliefs, trade union membership, and the processing of
genetic data, data concerning health or data concerning sex life or criminal convictions and
offences or related security measures; where personal aspects are evaluated, in particular
analysing or predicting aspects concerning performance at work, economic situation, health,
personal preferences or interests, reliability or behaviour, location or movements, in order to
create or use personal profiles; where personal data of vulnerable natural persons, in particular
of children, are processed; or where processing involves a large amount of personal data and
affects a large number of data subjects.
(78) The protection of the rights and freedoms of natural persons with regard to the
processing of personal data require that appropriate technical and organisational measures be
taken to ensure that the requirements of this Regulation are met. In order to be able to
demonstrate compliance with this Regulation, the controller should adopt internal policies and
implement measures which meet in particular the principles of data protection by design and
data protection by default. Such measures could consist, inter alia, of minimising the
processing of personal data, pseudonymising personal data as soon as possible, transparency
with regard to the functions and processing of personal data, enabling the data subject to
monitor the data processing, enabling the controller to create and improve security features.
When developing, designing, selecting and using applications, services and products that are
based on the processing of personal data or process personal data to fulfil their task, producers
of the products, services and applications should be encouraged to take into account the right
to data protection when developing and designing such products, services and applications
and, with due regard to the state of the art, to make sure that controllers and processors are
able to fulfil their data protection obligations. The principles of data protection by design and
by default should also be taken into consideration in the context of public tenders.
(89) Directive 95/46/EC provided for a general obligation to notify the processing of personal
data to the supervisory authorities. While that obligation produces administrative and
financial burdens, it did not in all cases contribute to improving the protection of personal
data. Such indiscriminate general notification obligations should therefore be abolished, and
replaced by effective procedures and mechanisms which focus instead on those types of
processing operations which are likely to result in a high risk to the rights and freedoms of
natural persons by virtue of their nature, scope, context and purposes. Such types of
processing operations may be those which in, particular, involve using new technologies, or
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are of a new kind and where no data protection impact assessment has been carried out before
by the controller, or where they become necessary in the light of the time that has elapsed
since the initial processing.
(90) In such cases, a data protection impact assessment should be carried out by the
controller prior to the processing in order to assess the particular likelihood and severity of the
high risk, taking into account the nature, scope, context and purposes of the processing and
the sources of the risk. That impact assessment should include, in particular, the measures,
safeguards and mechanisms envisaged for mitigating that risk, ensuring the protection of
personal data and demonstrating compliance with this Regulation.
(91) This should in particular apply to large-scale processing operations which aim to process
a considerable amount of personal data at regional, national or supranational level and which
could affect a large number of data subjects and which are likely to result in a high risk, for
example, on account of their sensitivity, where in accordance with the achieved state of
technological knowledge a new technology is used on a large scale as well as to other
processing operations which result in a high risk to the rights and freedoms of data subjects,
in particular where those operations render it more difficult for data subjects to exercise their
rights. A data protection impact assessment should also be made where personal data are
processed for taking decisions regarding specific natural persons following any systematic
and extensive evaluation of personal aspects relating to natural persons based on profiling
those data or following the processing of special categories of personal data, biometric data,
or data on criminal convictions and offences or related security measures. A data protection
impact assessment is equally required for monitoring publicly accessible areas on a large
scale, especially when using optic-electronic devices or for any other operations where the
competent supervisory authority considers that the processing is likely to result in a high risk
to the rights and freedoms of data subjects, in particular because they prevent data subjects
from exercising a right or using a service or a contract, or because they are carried out
systematically on a large scale. The processing of personal data should not be considered to
be on a large scale if the processing concerns personal data from patients or clients by an
individual physician, other health care professional or lawyer. In such cases, a data protection
impact assessment should not be mandatory.
(94) Where a data protection impact assessment indicates that the processing would, in the
absence of safeguards, security measures and mechanisms to mitigate the risk, result in a high
risk to the rights and freedoms of natural persons and the controller is of the opinion that the
risk cannot be mitigated by reasonable means in terms of available technologies and costs of
implementation, the supervisory authority should be consulted prior to the start of processing
activities. Such high risk is likely to result from certain types of processing and the extent and
frequency of processing, which may result also in a realisation of damage or interference with
the rights and freedoms of the natural person. The supervisory authority should respond to the
request for consultation within a specified period. However, the absence of a reaction of the
supervisory authority within that period should be without prejudice to any intervention of the
supervisory authority in accordance with its tasks and powers laid down in this Regulation,
including the power to prohibit processing operations. As part of that consultation process, the
outcome of a data protection impact assessment carried out with regard to the processing at
issue may be submitted to the supervisory authority, in particular the measures envisaged to
mitigate the risk to the rights and freedoms of natural persons.
(101) Flows of personal data to and from countries outside the Union and international
organisations are necessary for the expansion of international trade and international
cooperation. The increase in such flows has raised new challenges and concerns with regard
to the protection of personal data. However, when personal data are transferred from the
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Union to controllers, processors or other recipients in third countries or to international
organisations, the level of protection of natural persons ensured in the Union by this
Regulation should not be undermined, including in cases of onward transfers of personal data
from the third country or international organisation to controllers, processors in the same or
another third country or international organisation. In any event, transfers to third countries
and international organisations may only be carried out in full compliance with this
Regulation. A transfer could take place only if, subject to the other provisions of this
Regulation, the conditions laid down in the provisions of this Regulation relating to the
transfer of personal data to third countries or international organisations are complied with by
the controller or processor.
(153) Member States law should reconcile the rules governing freedom of expression and
information, including journalistic, academic, artistic and or literary expression with the right
to the protection of personal data pursuant to this Regulation. The processing of personal data
solely for journalistic purposes, or for the purposes of academic, artistic or literary expression
should be subject to derogations or exemptions from certain provisions of this Regulation if
necessary to reconcile the right to the protection of personal data with the right to freedom of
expression and information, as enshrined in Article 11 of the Charter. This should apply in
particular to the processing of personal data in the audiovisual field and in news archives and
press libraries. Therefore, Member States should adopt legislative measures which lay down
the exemptions and derogations necessary for the purpose of balancing those fundamental
rights. Member States should adopt such exemptions and derogations on general principles,
the rights of the data subject, the controller and the processor, the transfer of personal data to
third countries or international organisations, the independent supervisory authorities,
cooperation and consistency, and specific data-processing situations. Where such exemptions
or derogations differ from one Member State to another, the law of the Member State to
which the controller is subject should apply. In order to take account of the importance of the
right to freedom of expression in every democratic society, it is necessary to interpret notions
relating to that freedom, such as journalism, broadly.
(159) Where personal data are processed for scientific research purposes, this Regulation
should also apply to that processing. For the purposes of this Regulation, the processing of
personal data for scientific research purposes should be interpreted in a broad manner
including for example technological development and demonstration, fundamental research,
applied research and privately funded research. In addition, it should take into account the
Union's objective under Article 179(1) TFEU of achieving a European Research Area.
Scientific research purposes should also include studies conducted in the public interest in the
area of public health. To meet the specificities of processing personal data for scientific
research purposes, specific conditions should apply in particular as regards the publication or
otherwise disclosure of personal data in the context of scientific research purposes. If the
result of scientific research in particular in the health context gives reason for further
measures in the interest of the data subject, the general rules of this Regulation should apply
in view of those measures.
(169) Where personal data are processed for historical research purposes, this Regulation
should also apply to that processing. This should also include historical research and research
for genealogical purposes, bearing in mind that this Regulation should not apply to deceased
persons.
Articles
Article 1
Subject-matter and objectives
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1. This Regulation lays down rules relating to the protection of natural persons with regard to
the processing of personal data and rules relating to the free movement of personal data.
2. This Regulation protects fundamental rights and freedoms of natural persons and in
particular their right to the protection of personal data.
3. The free movement of personal data within the Union shall be neither restricted nor
prohibited for reasons connected with the protection of natural persons with regard to the
processing of personal data.
Article 2
Material scope
1. This Regulation applies to the processing of personal data wholly or partly by automated
means and to the processing other than by automated means of personal data which form part
of a filing system or are intended to form part of a filing system.
2.

This

Regulation

does

not

apply

to

the

processing

of

personal

data:

(a) in the course of an activity which falls outside the scope of Union law;
(b) by the Member States when carrying out activities which fall within the scope of Chapter
2 of Title V of the TEU;
(c) by a natural person in the course of a purely personal or household activity;
(d) by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security.
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Article 4
Definitions
For the purposes of this Regulation:
(1) ‘personal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person;
(2) ‘processing’ means any operation or set of operations which is performed on personal
data or on sets of personal data, whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction;
(7) ‘controller’ means the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing of
personal data; where the purposes and means of such processing are determined by Union or
Member State law, the controller or the specific criteria for its nomination may be provided
for by Union or Member State law;
(8) ‘processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller;
Article 5
Principles relating to processing of personal data
1. Personal data shall be:
(a) processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);
(b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible with the initial purposes
(‘purpose limitation’);
(c) adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed (‘data minimisation’);
(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay (‘accuracy’);
(e) kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the appropriate technical and
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organisational measures required by this Regulation in order to safeguard the rights and
freedoms of the data subject (‘storage limitation’);
(f) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures (‘integrity and
confidentiality’).
Article 6
Lawfulness of processing
1. Processing shall be lawful only if and to the extent that at least one of the following
applies:
(a) the data subject has given consent to the processing of his or her personal data for one or
more specific purposes;
(b) processing is necessary for the performance of a contract to which the data subject is party
or in order to take steps at the request of the data subject prior to entering into a contract;
(c) processing is necessary for compliance with a legal obligation to which the controller is
subject;
(d) processing is necessary in order to protect the vital interests of the data subject or of
another natural person;
(e) processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller;
(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which require protection of personal data,
in particular where the data subject is a child.
Point (f) of the first subparagraph shall not apply to processing carried out by public
authorities in the performance of their tasks.
2. Member States may maintain or introduce more specific provisions to adapt the application
of the rules of this Regulation with regard to processing for compliance with points (c) and (e)
of paragraph 1 by determining more precisely specific requirements for the processing and
other measures to ensure lawful and fair processing including for other specific processing
situations as provided for in Chapter IX.
3. The basis for the processing referred to in point (c) and (e) of paragraph 1 shall be laid
down
by:
(a)
Union
law;
or
(b) Member State law to which the controller is subject.
The purpose of the processing shall be determined in that legal basis or, as regards the
processing referred to in point (e) of paragraph 1, shall be necessary for the performance of a
task carried out in the public interest or in the exercise of official authority vested in the
controller. That legal basis may contain specific provisions to adapt the application of rules of
this Regulation, inter alia: the general conditions governing the lawfulness of processing by
the controller; the types of data which are subject to the processing; the data subjects
concerned; the entities to, and the purposes for which, the personal data may be disclosed; the
purpose limitation; storage periods; and processing operations and processing procedures,
including measures to ensure lawful and fair processing such as those for other specific
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processing situations as provided for in Chapter IX. The Union or the Member State law shall
meet an objective of public interest and be proportionate to the legitimate aim pursued.
4. Where the processing for a purpose other than that for which the personal data have been
collected is not based on the data subject's consent or on a Union or Member State law which
constitutes a necessary and proportionate measure in a democratic society to safeguard the
objectives referred to in Article 23(1), the controller shall, in order to ascertain whether
processing for another purpose is compatible with the purpose for which the personal data are
initially collected, take into account, inter alia:
(a) any link between the purposes for which the personal data have been collected and the
purposes of the intended further processing;
(b) the context in which the personal data have been collected, in particular regarding the
relationship between data subjects and the controller;
(c) the nature of the personal data, in particular whether special categories of personal data
are processed, pursuant to Article 9, or whether personal data related to criminal convictions
and offences are processed, pursuant to Article 10;
(d) the possible consequences of the intended further processing for data subjects;
(e) the existence of appropriate safeguards, which may include encryption or
pseudonymisation.
Article 7
Conditions for consent
1. Where processing is based on consent, the controller shall be able to demonstrate that the
data subject has consented to processing of his or her personal data.
2. If the data subject's consent is given in the context of a written declaration which also
concerns other matters, the request for consent shall be presented in a manner which is clearly
distinguishable from the other matters, in an intelligible and easily accessible form, using
clear and plain language. Any part of such a declaration which constitutes an infringement of
this Regulation shall not be binding.
3. The data subject shall have the right to withdraw his or her consent at any time. The
withdrawal of consent shall not affect the lawfulness of processing based on consent before its
withdrawal. Prior to giving consent, the data subject shall be informed thereof. It shall be as
easy to withdraw as to give consent.
4. When assessing whether consent is freely given, utmost account shall be taken of whether,
inter alia, the performance of a contract, including the provision of a service, is conditional on
consent to the processing of personal data that is not necessary for the performance of that
contract.
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Article 9
Processing of special categories of personal data
1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning health
or data concerning a natural person's sex life or sexual orientation shall be prohibited.
2. Paragraph 1 shall not apply if one of the following applies:
(a) the data subject has given explicit consent to the processing of those personal data for one
or more specified purposes, except where Union or Member State law provide that the
prohibition referred to in paragraph 1 may not be lifted by the data subject;
(b) processing is necessary for the purposes of carrying out the obligations and exercising
specific rights of the controller or of the data subject in the field of employment and social
security and social protection law in so far as it is authorised by Union or Member State law
or a collective agreement pursuant to Member State law providing for appropriate safeguards
for the fundamental rights and the interests of the data subject;
(c) processing is necessary to protect the vital interests of the data subject or of another
natural person where the data subject is physically or legally incapable of giving consent;
(d) processing is carried out in the course of its legitimate activities with appropriate
safeguards by a foundation, association or any other not-for-profit body with a political,
philosophical, religious or trade union aim and on condition that the processing relates solely
to the members or to former members of the body or to persons who have regular contact with
it in connection with its purposes and that the personal data are not disclosed outside that
body without the consent of the data subjects;
(e) processing relates to personal data which are manifestly made public by the data subject;
(f) processing is necessary for the establishment, exercise or defence of legal claims or
whenever courts are acting in their judicial capacity;
(g) processing is necessary for reasons of substantial public interest, on the basis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of the
right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject;
(h) processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of
health or social care or treatment or the management of health or social care systems and
services on the basis of Union or Member State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred to in paragraph 3;
(i) processing is necessary for reasons of public interest in the area of public health, such as
protecting against serious cross-border threats to health or ensuring high standards of quality
and safety of health care and of medicinal products or medical devices, on the basis of Union
or Member State law which provides for suitable and specific measures to safeguard the rights
and freedoms of the data subject, in particular professional secrecy;
(j) processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) based on Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of the
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right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.
Article 25
Data protection by design and by default
1. Taking into account the state of the art, the cost of implementation and the nature, scope,
context and purposes of processing as well as the risks of varying likelihood and severity for
rights and freedoms of natural persons posed by the processing, the controller shall, both at
the time of the determination of the means for processing and at the time of the processing
itself, implement appropriate technical and organisational measures, such as
pseudonymisation, which are designed to implement data-protection principles, such as data
minimisation, in an effective manner and to integrate the necessary safeguards into the
processing in order to meet the requirements of this Regulation and protect the rights of data
subjects.
2. The controller shall implement appropriate technical and organisational measures for
ensuring that, by default, only personal data which are necessary for each specific purpose of
the processing are processed. That obligation applies to the amount of personal data collected,
the extent of their processing, the period of their storage and their accessibility. In particular,
such measures shall ensure that by default personal data are not made accessible without the
individual's intervention to an indefinite number of natural persons.
3. An approved certification mechanism pursuant to Article 42 may be used as an element to
demonstrate compliance with the requirements set out in paragraphs 1 and 2 of this Article.
Article 89
Safeguards and derogations relating to processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes
1. Processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, shall be subject to appropriate safeguards, in
accordance with this Regulation, for the rights and freedoms of the data subject. Those
safeguards shall ensure that technical and organisational measures are in place in
particular in order to ensure respect for the principle of data minimisation. Those
measures may include pseudonymisation provided that those purposes can be fulfilled
in that manner. Where those purposes can be fulfilled by further processing which does
not permit or no longer permits the identification of data subjects, those purposes shall
be fulfilled in that manner.
2. Where personal data are processed for scientific or historical research purposes or
statistical purposes, Union or Member State law may provide for derogations from the
rights referred to in Articles 15, 16, 18 and 21 subject to the conditions and safeguards
referred to in paragraph 1 of this Article in so far as such rights are likely to render
impossible or seriously impair the achievement of the specific purposes, and such
derogations are necessary for the fulfilment of those purposes.

3. Where personal data are processed for archiving purposes in the public interest,
Union or Member State law may provide for derogations from the rights referred to in
Articles 15, 16, 18, 19, 20 and 21 subject to the conditions and safeguards referred to in
paragraph 1 of this Article in so far as such rights are likely to render impossible or

EGIL 2016-11/006 page 14 of 18

seriously impair the achievement of the specific purposes, and such derogations are
necessary for the fulfilment of those purposes.

4. Where processing referred to in paragraphs 2 and 3 serves at the same time another
purpose, the derogations shall apply only to processing for the purposes referred to in
those paragraphs.
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Data Protection Regulation - Case Study
The case studies below will not cover a library as an administrative body. The reason for
this is that it is only one and usually fairly small part of the governments administration
be it local, central etc. Those aspects of the Regulation have to be addressed by the
government regardless of it is a library or not.

The difficult issue at hand is how to approach personal data, which is embedded in e.g.
newspapers, i.e. data which is not structured as personal data but rather just another
data among many other data in a digital file.
This processing of this kind of personal data is not addressed as far as libraries is
concerned. And since it requires specific consent from the subject or and the pr

The Case studies below have the ambition to outline the differences between the case
when e.g. access is given to books by a library as an intermediary based on a license or
when the collection or parts of the collection has been one way or the other digitised by
the library and henceforth processed.

The Library as an Intermediary (access under a subscription)

A library that provides access to e.g. books or other publications in digital format based
on a subscription (license) will most likely do so without having to consider the
Regulation.

According Recital (4) the right to the protection of personal data is not an absolute right;
it must be considered in relation to its function in society and be balanced against other
fundamental rights, in accordance with the principle of proportionality, e.g. freedom of
thought and freedom of expression.

According Recital (153) Member States law should reconcile the rules governing
freedom of expression and information, including journalistic, academic, artistic and or
literary expression with the right to the protection of personal data pursuant to this
Regulation. The processing of personal data solely for journalistic purposes, or for the
purposes of academic, artistic or literary expression should be subject to derogations or
exemptions from certain provisions of this Regulation if necessary to reconcile the right
to the protection of personal data with the right to freedom of expression and
information, as enshrined in Article 11 of the Charter. Therefore, Member States should
adopt legislative measures which lay down the exemptions and derogations necessary
for the purpose of balancing those fundamental rights. In order to take account of the
importance of the right to freedom of expression in every democratic society, it is
necessary to interpret notions relating to that freedom, such as journalism, broadly.

We could therefore expect MS to introduce national legislation, which reconcile the rules
governing freedom of expression and information, including journalistic, academic,
artistic and or literary expression with the right to the protection of personal data
pursuant to the Regulation.
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Accordingly any personal data embedded in e.g. book under a subscription would be
provided under explicit consent or exempted from the Regulation (see Recital 10 and
153) and the processing by the library if relevant as far as the Regulation is concerned
would be be lawful since it is based upon a contract. Furthermore the library should in
the contract include an adequate indemnification clause to be applied if the publisher
had not acted according to the Regulation if applicable.

Library digitising and/or making available documents

A library digitising the collection or parts of the collection and/or make it available to
it´s patrons has to recognise that the Regulation is applicable:

According to Article 1 of the Regulation ‘personal data’ means any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable natural person is one
who can be identified, directly or indirectly, in particular by reference to an identifier such as
a name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of
that natural person;
Most documents in a library would include personal data.

Furthermore, ‘processing’ means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction;
Ant kind of digitisation and makig available would qualify as processing.
According to Article 9 Paragraph 1 processing of personal data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs, or trade union membership, and
the processing of genetic data, biometric data for the purpose of uniquely identifying a natural
person, data concerning health or data concerning a natural person's sex life or sexual
orientation shall be prohibited. Such personal data could e found in various documents in a
library – the needle in the haystack, i.e. impossible to single out such data. Regardless it
would be irrelevant to do so for e.g. research purposes.
Notwithstanding the above according to Paragraph 2, Paragraph 1 shall not apply if one of the
following applies, and relevant for libraries is (g) processing is necessary for reasons of
substantial public interest, on the basis of Union or Member State law which shall be
proportionate to the aim pursued, respect the essence of the right to data protection and
provide for suitable and specific measures to safeguard the fundamental rights and the
interests of the data subject. But what is a substantial public interest etc.?
It should be noted that it is required that the processing should be necessary for reasons of
substantial public interest compared to Article 6 (e) which says: “(e) processing is necessary
for the performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller”
The explicit consent of the data subject (a) is of course irrelevant because it cannot be
acquired. Therefore what is said in Recital (50) is quite relevant; The processing of personal
data for purposes other than those for which the personal data were initially collected should
be allowed only where the processing is compatible with the purposes for which the personal
data were initially collected. In such a case, no legal basis separate from that which allowed
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the collection of the personal data is required. If the processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority
vested in the controller, Union or Member State law may determine and specify the tasks and
purposes for which the further processing should be regarded as compatible and lawful.
Further processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes should be considered to be compatible lawful
processing operations. The legal basis provided by Union or Member State law for the
processing of personal data may also provide a legal basis for further processing. In order to
ascertain whether a purpose of further processing is compatible with the purpose for which
the personal data are initially collected, the controller, after having met all the requirements
for the lawfulness of the original processing, should take into account, inter alia: any link
between those purposes and the purposes of the intended further processing; the context in
which the personal data have been collected, in particular the reasonable expectations of data
subjects based on their relationship with the controller as to their further use; the nature of the
personal data; the consequences of the intended further processing for data subjects; and the
existence of appropriate safeguards in both the original and intended further processing
operations.
Since the Regulation is to be supplemented by MS legislation it is difficult to do an elaborate
case study on libraries in general.
If I would be to assesse to what extent existing MS legislation, including charters under which
sovereign libraries operates, is sufficient I would use the National Library of Sweden (NLS)
as a case:
Under the Charter the NLS shall receive legal deposits – analogue and electronic - and store
and preserve the documents as well as make the documents available for study and research.
In addition the NLS harvest the web.
The making available is regulated by the Swedish Copyright Act to the extent any document
is copied and made available, hence the making available under the Charters means at the
premises of the library.
The managing of the legal deposits and the web harvesting material will involve the
processing of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs etc.
The question is whether or not the Charter and the Legal Deposit Acts are proportionate to the
aim pursued, respect the essence of the right to data protection and provide for suitable and
specific measures to safeguard the fundamental rights and the interests of the data subject? It
is difficult to tell.
At least as far as the web harvesting such personal data will be processed for purposes other
than those for which the personal data were initially collected and should according to Recital
50 be allowed only where the processing is compatible with the purposes for which the
personal data were initially collected. Additional MS legislation will be required in Sweden.
In this context is also needed to refer to Article 25 of the Regulation: Data protection by
design and by default. I very much doubt The NLS has implemented appropriate technical
and organisational measures, which are designed to implement data-protection principles,
such as data minimisation, in an effective manner and to integrate the necessary safeguards
into the processing in order to meet the requirements of the Regulation and protect the rights
of data subjects. I also doubt the NLS has implemented appropriate technical and
organisational measures for ensuring that, by default, only personal data which are necessary
for each specific purpose of the processing are processed.
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I conclude that the NLS would most likely be able to still receive legal deposits and harvest
the web and keep the material and do its best to preserve it, but as far as to make available
such material I am most doubtful. Thus supplementing national legislation is required – see
Recital 10.
I have met with the government committee in Sweden, which is tasked to present proposals
for national legislation by next year to supplement the Regulation. Given my conclusions I
strongly recommend any and all library alone or coordinated with others at MS level to:
(i) Analyse their charters and other legislation to examine whether or not it provides sufficient
legal underpinning considering what the Regulation says in e.g. Article 9 and Recital 153 and
that the Regulation is silent on libraries.
(ii) Contact their respective governments/committees to address their concerns and to make
their cases – additional national legislation is required to the extent existing legislation is not
sufficient.

